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BLUF (Bottom Line Up Front)




SHIELD/ATLAS is an operational 86-module dual-use platform — live today at shield-atlas-production.up.railway.app — that provides geospatial intelligence, emergency management, and a complete counter-UAS weapon system in a single browser-based interface. Its ESMS module (Every Soldier is a Sensor) turns $30 commodity SDR hardware into a distributed sensor network that detects drones, classifies them by protocol (not visual — deterministic identification), triangulates operators to 25m CEP, and generates selective jamming waveforms that defeat hostile drones while preserving all friendly communications. This is not a dashboard. It is the fire control system for RF-based counter-UAS operations: the software that turns cheap hardware into a weapon, executes the kill chain in under 10 seconds, and scales from a single dismounted soldier to a brigade-level mesh for $250K — versus $10-25M for legacy systems that protect one site.







PLATFORM OVERVIEW




SHIELD/ATLAS is an 86-module dual-use geospatial intelligence and emergency management platform serving military, federal, state, and local users from a single web-based interface. The platform provides unified command and control, geospatial analysis, sustainment management, training, help desk support, and — with the introduction of Every Soldier is a Sensor™ — real-time Counter-UAS detection, classification, tracking, and engagement decision support.




The entire platform is live and operational at shield-atlas-production.up.railway.app.







EVERY SOLDIER IS A SENSOR™




The Problem




Current C-UAS systems cost $10-25 million per site and protect one location. They use broadband jamming that disrupts friendly communications along with hostile signals. They cannot scale to every formation, every FOB, every convoy. The squad RTO who sees a drone has no way to feed that detection into the kill chain.




In drone-saturated environments, the biggest risk is no longer detection — it is misidentification. Iran shot down what it believed was a US MQ-9 Reaper. It was actually a Chinese Wing Loong II operated by a coalition partner. Visual and radar-based identification cannot reliably distinguish between platforms that share similar physical characteristics. As one defense analyst concluded: "The future of warfare will not be decided by who has more drones, but by who can identify and act faster than anyone else."




The operating environment is GPS-denied by default. C4ADS documented 9,883 GNSS spoofing instances across 10 locations affecting 1,311 civilian vessels (Above Us Only Stars, 2019). Russia deploys mobile and fixed GPS spoofing systems from presidential motorcades to forward airbases. At Khmeimim Airbase in Syria, spoofed GPS signals were 500x stronger than authentic satellites. A complete GPS spoofing device can be built for under $300. Drug cartels already use GNSS spoofing against US border drones. INTERTANKO (International Association of Independent Tanker Owners) published formal GNSS Jamming and Spoofing guidance in its 2nd edition (2025), requiring GPS-denied navigation as a mandatory STCW competency for every ship officer — the commercial maritime industry now mandates the same resilience ESMS was designed for. Any C-UAS system that depends on GPS is already compromised.




The Solution




A $30 software-defined radio (SDR) dongle and a smartphone turn every soldier into a real-time C-UAS sensor. The software — not the hardware — is the intelligence layer. It identifies every signal in the electromagnetic spectrum, classifies each as friendly or hostile, tracks targets, and recommends engagement options. Selective jamming strips modulation from ONLY hostile frequencies while protecting ALL friendly communications, GPS, and data links.




ESMS solves the misidentification problem at the protocol level. Rather than identifying drones by visual profile or radar cross-section — the approach that caused Iran to shoot down an allied Wing Loong II — ESMS decodes the actual control protocol: MAVLink, ELRS, DJI OcuSync, Lightbridge. Classification is deterministic, not probabilistic. A DJI OcuSync 3.0 handshake is either present or it is not. Protocol-level identification eliminates fratricide risk from misidentification.




Resilience comes from architecture, not from a single sensor. The EW community consensus is clear: there is no one-to-one replacement for GNSS. ESMS was built on this principle — 7 independent positioning methods (RF mesh triangulation via TDOA/AOA, acoustic triangulation, dead reckoning, celestial navigation with 57-star USNO catalog, terrain-referenced landmark navigation, mesh network geolocation, and RSSI positioning), distributed mesh, no single dependency. Weighted fusion engine (GPS 0.95, RF mesh 0.85, landmark 0.70, dead reckoning 0.50, celestial 0.40) auto-switches when GPS is jammed. System detects 9 adversary GPS jammer profiles and transitions to backup PNT before operators notice. GPS-denied is not a fallback mode. It is the design assumption.




How It Works






			SDR receiver (RTL-SDR $30, HackRF $350, or USRP $2,000) plugs into any USB port




			Antenna captures RF energy from the environment — control uplinks, telemetry downlinks (433/915 MHz/2.4 GHz), and ADS-B Remote ID simultaneously




			Telemetry radio interception — The same SDR intercepts MAVLink/ELRS/Crossfire telemetry transmissions on 433/915 MHz. These packets contain the drone's GPS position, altitude, speed, battery status, and often the ground station's home point coordinates — revealing the operator's location without triangulation




			Every Soldier is a Sensor™ software classifies signals in < 2 seconds against a library of 8 known drone platforms using four detection modalities: RF control link, RF telemetry, acoustic signature, and EO/IR




			Tracks are initiated with bearing, range, altitude, speed, heading, and predicted path — telemetry-derived tracks include battery time-on-station estimation and flight mode (loiter/waypoint/RTH) for intent detection




			Engagement recommendations appear in < 5 seconds with friendly protection status




			Commander decides per ROE — the system provides intelligence, the human decides









Distributed Sensor Mesh




When multiple nodes operate in a formation, they automatically triangulate drone AND operator positions:










			Nodes

			Accuracy

			Application










			2 nodes

			200-500m

			Area estimate








			3 nodes

			50-150m

			Patrol/maneuver targeting








			4+ nodes

			10-50m

			Direct fire or artillery








			14 vehicles (company)

			~25 meters

			Precision operator geolocation











The system tracks the drone's video/telemetry downlink AND the operator's command uplink on different frequencies. Triangulation reveals the operator's position — even behind buildings or terrain. Critical insight: MAVLink telemetry packets on 433/915 MHz frequently include the GCS home point GPS coordinates in plaintext. A single SDR node can extract the operator's position from intercepted telemetry without requiring multi-node triangulation — triangulation confirms and refines what telemetry already reveals.




Hardware Configurations










			Configuration

			Who

			Cost

			Detection Range

			Setup Time










			Man-Portable

			Squad RTO / COLT

			$115

			1-5 km

			< 5 minutes








			Vehicle-Mounted

			Every tactical vehicle

			$415

			5-15 km

			< 15 minutes








			Command Post

			Company CP through Division

			$2,500

			15-30 km

			30-60 minutes








			ADA Integration

			SHORAD / Patriot / Avenger

			$350-2,000

			ADA range

			30 minutes











Cost Comparison










			System

			Cost

			Coverage










			LIDS

			$15-25M per site

			Single fixed site








			MADIS

			$10-20M per vehicle

			Single vehicle








			Coyote Block 2

			$100K per round

			One use — expendable








			ESIS Full Battalion

			$15-18K TOTAL

			Entire battalion AOR











A complete battalion deployment costs less than ONE Coyote round. And the system keeps working.




6 Engagement Options






			Selective RF Jamming — Core innovation. Strips hostile freq only. $0 per use. Software ready.




			GPS Spoofing — Feeds false GPS coordinates to hostile drones, forcing them to fly to wrong locations or trigger geofence locks. The same technique C4ADS documented Russia using at scale across 10 locations (9,883 instances, 1,311 affected vessels). Software ready.




			Protocol Exploitation — Exploits DJI AeroScope and known protocols. Software ready.




			Track & Report — Passive intelligence collection. Pattern of life analysis.




			Kinetic Intercept — Handoff to ADA/direct fire via CoT targeting data.




			Directed Energy — Future integration with HEL/HPM systems.









Threat Library




8 known UAS platforms cataloged with RF signatures, protocol characteristics, modulation types, and hop patterns:






			DJI Mavic 3, Matrice 30T, FPV/Avata (China — HIGH threat)




			Autel EVO II (China — MEDIUM threat)




			Custom FPV with ExpressLRS (Various — CRITICAL threat)




			Orlan-10 (Russia — HIGH threat)




			Shahed-136 (Iran — CRITICAL threat)




			Switchblade 300 (USA — friendly identification)












PLATFORM CAPABILITIES (86 MODULES)




Geospatial Intelligence (20+ modules)






			OGC-compliant Web Map Service (WMS 1.3.0), Web Feature Service (WFS 2.0.0), Web Map Tile Service (WMTS 1.0.0)




			ISO 19115 Geospatial Metadata Catalog with CSW 2.0.2




			MIL-STD-2525D Joint Military Symbology with SIDC encode/decode and MAGTF reference




			GEOINT Product Pipeline with 8 templates and 7-stage production workflow




			Data Download Manager with 10 formats and 12 datasets




			Climate resilience analysis (NASA POWER, NOAA NWS, EPA AirNow integration)









Command & Control (15+ modules)






			OPSCENTER: Full Troop Leading Procedures, Sync Matrix, Decision Support Matrix, Running Estimates, OPORD/WARNO/FRAGO Wizard, Wargaming, Rehearsals




			11 tactical report types, Battle Rhythm, Task Tracker, Orders Dissemination




			ROE management, PACE communications planning




			NAI/PIR/CCIR, ISR Synchronization, Fire Support Coordination Measures




			CAS 9-Line, Movement Tables, Combat Power Assessment




			Unified Common Operating Picture with 5 live data sources









Sustainment (10+ modules)






			Personnel strength (PERSTAT), Equipment readiness, Supply/Ammo status




			Movement tracking, Theater operations, Accountability




			Technical reference library, Artillery procedures, Solar calculator




			Iron Major Dashboard for consolidated readiness view









Protection & Electronic Warfare (10+ modules)






			Every Soldier is a Sensor™ C-UAS (detailed above)




			Protocol-level drone identification — eliminates misidentification risk by decoding actual control protocols (MAVLink, ELRS, DJI OcuSync, Lightbridge) instead of relying on visual/radar identification




			11 cross-module event bridges for real-time threat alerting




			CCIR/FFIR bridge with automated alert generation




			Threat detection pipeline feeding unified COP




			ROE management, FSCM, CAS 9-Line coordination




			AI Agent Security — SHA-256 hash-chained audit logs, AI SBOM (CycloneDX v1.6), runtime integrity monitoring, scope-locked reach enforcement — governance built into the architecture, not bolted on after









Emergency Management (10+ modules)






			Dual-use FEMA/DoD configuration




			Climate resilience with NASA/NOAA/EPA data




			Real-time weather alerts and impact analysis




			City Emergency Profiles for 100+ urban areas




			Community defense planning and damage assessment




			Multi-service notional scenarios (Army, Marines, Navy, Air Force, Space Force, FEMA, FBI)









Training & Support (10+ modules)






			21 courses, 162 training hours, 79 modules




			20 certification paths with proficiency tracking




			21 sandbox scenarios with 74 assessment questions




			Quarterly material review cycle




			Help desk with SLA tracking (Tier 1/2/3)




			Knowledge base with 10+ articles and 8+ FAQs









Integration & Interoperability (10+ modules)






			DCGS-MC, MCISRE, NGA, Cross-Domain Solutions




			TAK/ATAK via Cursor on Target (CoT) export




			AFATDS, TITAN, STIX/TAXII




			GeoJSON, KML, CoT data formats




			9 integration adapters ready for connection












DUAL-USE VALUE PROPOSITION










			Mission

			Users

			Key Modules










			Military C2

			Army, Marines, Navy, AF, Space Force

			OPSCENTER, Sustainment, COP, C-UAS, GEOINT








			Emergency Management

			FEMA, State/Local EM

			Climate, Weather, City Profiles, Damage Assessment








			Law Enforcement

			FBI, DHS, Fusion Centers

			Threat Detection, STIX/TAXII, Maritime/Air/Ground








			Diplomatic

			DOS, Embassy Security

			Consul Module, Diplomatic Ops, Risk Intelligence








			Critical Infrastructure

			DoE, CISA, Utilities

			C-UAS (airport/plant protection), Climate, Community Defense











Same platform. Same training. Same support infrastructure. Configuration determines mission.







NOTIONAL SCENARIO ENGINE




10 pre-built scenarios across 8 services with 28 decision points and 28 injects for evaluation and training:






			Army battalion defense, Marines expeditionary, Navy maritime patrol




			Air Force base defense, Space Force constellation protection




			FBI counterterrorism, Federal and Texas FEMA hurricane response




			Joint DSCA multi-service multi-agency operations









Each scenario demonstrates platform capabilities in realistic operational contexts with notional data that can be replaced with real unit information.







WHY ISS / SHIELD/ATLAS






			Live and operational — not a concept, not a proposal, not a prototype. 86 modules running at shield-atlas-production.up.railway.app right now. 69/69 end-to-end automated tests passing. Independent 3-agent security audit completed April 2026.




			SDVOSB — Service-Disabled Veteran-Owned Small Business. Set-aside eligible.




			One platform, every mission — Dual-use architecture eliminates stovepipes. In 1993, Johns Hopkins APL concluded that "improvement in any one element alone is inadequate" for ship self-defense — only a balanced, integrated combat system could survive the littoral threat (Ousborne, JHU/APL Technical Digest, Vol. 14 No. 2). Thirty years later, the EW community confirms: "Victory is no longer defined by a single platform or weapon" (Soner G., Raven's Electronic Warfare, 2026). SHIELD/ATLAS is the system-of-systems integration layer that APL predicted would be required — applied not only to maritime defense but to every operational domain.




			Every Soldier is a Sensor™ — The only C-UAS solution that costs $30 per node, scales to every soldier, preserves friendly comms, feeds a shared COP, and operates GPS-denied from day one with 7 independent positioning methods. Four detection modalities from one device: RF control link, RF telemetry interception (433/915 MHz), acoustic signature, and EO/IR.




			MOSA-aligned architecture — Composable 66-module design with standardized APIs and event bus architecture, compatible with Army HADES (FACE-conformant RTOS, TSN digital backbone) and JADC2 modernization programs. SHIELD/ATLAS provides the sensor fusion and kill chain processing layer downstream of MOSA-compliant ISR platforms.




			Fight-tonight DDIL-native — Full offline PWA with service worker caching, vector clock sync, background sync. Live TAK bridge with CoT XML streaming and MIL-STD-2525D symbology. ADS-B air tracks on COP with 200+ mile coverage. Deployable to local/tactical hardware for air-gapped environments.




			Web-based — No installation. Runs in any browser. Works on Toughbook, JBC-P, smartphone, tablet.




			Interoperable — OGC, ISO 19115, MIL-STD-2525D, CoT/TAK, STIX/TAXII, DCGS-MC, NGA, AFATDS, TITAN, Link 16, VMF.




			Security hardened — Zero-trust auth on all military endpoints, CMMC L2 SSP (110 practices), rate limit protections, input validation, internal HTTP timeouts, Socket.IO CORS locked.




			Built by one person — Dr. Terry Flood built the entire platform. No overhead. No waste. Maximum value per dollar.












NEXT STEPS






			Schedule a live demonstration — 30 minutes to see the full platform




			See Every Soldier is a Sensor™ detect a real drone — $430 in hardware proves the concept




			Discuss your specific requirements — The platform is modular and configurable




			Explore licensing and deployment options — From SaaS to on-premise to air-gapped









Contact: Dr. Terry Flood | Integrated Services and Solutions LLC

Platform: shield-atlas-production.up.railway.app

Classification: UNCLASSIFIED // FOUO







EMERGING THREAT: VIO/SLAM AUTONOMOUS DRONE SWARMS




The threat landscape is evolving beyond GPS-dependent drones. Research-grade autonomous swarms now employ Visual-Inertial Odometry (VIO) and SLAM for GPS-independent navigation, mTLS 1.3 with Ed25519 signed commands for zero-trust security, and autonomous failsafe modes that defeat GPS spoofing and single-modality C-UAS systems. Key characteristics:






			GPS-independent navigation: Camera + IMU fused via Extended Kalman Filter — centimeter-level accuracy without external signals




			Zero-trust command validation: Cryptographically signed commands, authenticated links, replay attack protection




			Autonomous failsafe: If communications are jammed, the drone enters Isolated Autonomy — makes independent decisions and returns to a safe zone




			Edge AI compute: NVIDIA Jetson Nano/Orin enabling real-time SLAM, object recognition, and autonomous decision-making




			Encrypted swarm mesh: Fast-DDS/UDP encrypted inter-drone communication









SHIELD/ATLAS is already architected for this threat. Multi-modal detection (acoustic + RF mesh signature + thermal/EO-IR + swarm topology analysis) ensures no single countermeasure defeats the system. Propellers are physics — always detectable acoustically. Encrypted mesh traffic has identifiable RF characteristics even without decryption. Compute modules generate heat signatures. Betweenness centrality analysis identifies critical swarm relay nodes for targeted disruption. The same $30 hardware that detects legacy drones detects next-generation autonomous threats.







MARITIME UNMANNED SYSTEMS: THE HYBRID FLEET'S COORDINATION LAYER




The US Navy is building a hybrid manned-unmanned fleet at unprecedented scale — $7 billion investment, small USV inventory from 4 to 400+ in one fiscal year, 45% of the surface force unmanned by 2045. Active UUV programs (Lionfish SUUV, MEDUSA offensive mining UUV, LDUUV, Knifefish mine hunter, L3Harris TTLR) are deploying across every contested chokepoint: Strait of Hormuz (mine clearance, Operation Epic Fury), Taiwan Strait (offensive mining, ISR, ASW), Bab el-Mandeb (underwater threat detection), GIUK Gap (ASW barrier patrols).




SHIELD/ATLAS extends directly to maritime unmanned coordination:






			7 AOR rooms map to every contested chokepoint (CENTCOM → Hormuz/Bab el-Mandeb, INDOPACOM → Taiwan Strait/Malacca, EUCOM → GIUK Gap)




			MARITIME domain in the Sensor Load Manager handles UUV/USV sensor data ingestion alongside air and ground tracks




			Protocol translation enables manned-unmanned interoperability — UUV sonar feeds translate to ATAK tablets on manned ships




			DDIL architecture is critical for UUVs that operate disconnected for days/months — data syncs on surfacing




			Swarm coordination applies to both friendly UUV/USV fleet management and adversary maritime drone swarm disruption (China's L30 USV swarms, Iran's Azhdar stealth UUV)









The Navy doesn't need more hardware vendors. It needs the coordination layer that fuses hundreds of unmanned platforms into a unified COP. That's the same thesis that drives every other SHIELD/ATLAS capability.







COMBAT VALIDATION: PRINCE SULTAN AIR BASE (MARCH 27, 2026)




The Iranian attack on Prince Sultan Air Base provides devastating combat validation of the cost asymmetry problem. Six ballistic missiles and 29 drones (estimated $2-3M total) destroyed one E-3 Sentry AWACS, damaged multiple KC-135 tankers, and wounded 10-12 Americans. The E-3 fleet is down to approximately 16 operational airframes — losing one creates immediate ISR and C2 gaps across coalition operations. This was the third attack on Prince Sultan in recent weeks.




The cost-exchange math: Iran spent $2-3M to destroy hundreds of millions in US assets that cannot be quickly replaced. High-end interceptors drain stockpiles faster than they can be replenished.




SHIELD/ATLAS addresses this at the detection layer: $30 RTL-SDR sensor nodes provide layered detection at 1/10,000,000th the cost of a single E-3 Sentry. Distributed architecture eliminates single-point-of-failure — losing one sensor node does not create ISR gaps.







DRONE SWARM FIRST RESPONDERS (DSFR): DUAL-USE VALIDATION




The DSFR movement (April 2026) confirms the dual-use thesis. Single Drone-as-First-Responder (DFR) programs cut response times to under 3 minutes but create a single point of failure — one camera, one battery, one drone. Drone Swarm First Responders (DSFR) eliminate this vulnerability through multi-manufacturer, multi-capability coordinated swarms.




SHIELD/ATLAS provides the coordination layer for DSFR operations. The same universal adapter architecture that fuses 43 military sensor types coordinates civilian drone swarms from multiple manufacturers — DJI reconnaissance, Skydio autonomy, thermal imaging UAVs — into a unified COP with automatic deconfliction and battery management. The event bus routes swarm telemetry to EOC operators the same way it routes sensor data to military commanders.




Critical DSFR insight: "The hidden vulnerability of single-brand fleets" — single-manufacturer swarms create vendor lock-in AND single-point-of-failure at the fleet level. Multi-manufacturer resilience requires a vendor-agnostic coordination layer. That's SHIELD/ATLAS.







INDUSTRY VALIDATION: THE MULTI-INT FUSION GAP




At the Satellite Conference (April 2026), senior defense and intelligence leaders publicly described the problem SHIELD/ATLAS solves. David Gauthier (former NGA, now CSO of GXO Inc.) stated: "There is a structural gap between what defense users want — seamless 'multi-int fusion' — and how the commercial market actually operates." He called for machine-to-machine APIs enabling automatic cross-vendor sensor tasking — which is precisely SHIELD/ATLAS's event bus and universal adapter architecture.




Todd Probert (HawkEye 360 Government) confirmed: "There's no incentive for us to build a tip and cue construct across the industry" — validating that a platform-agnostic coordination layer, not a sensor vendor, must provide integration. Planet Federal's Jared Newton added that tipping and cueing requires "dedicated capacity or ubiquitous sensing" — the exact construct SHIELD/ATLAS's distributed mesh provides.




The CSIS report "Golden Insights" (Gauthier, 2026) argues commercial geospatial data value is shifting from raw collection to "decision-ready insights" — SHIELD/ATLAS's core value proposition from day one.
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