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1. Executive Summary




SHIELD/ATLAS is a deployed open-architecture command-and-control, common-operating-picture, and sensor-to-shooter orchestration platform with native DDIL resilience and verifiable trust controls. It is in continuous live operation today on a commercial cloud baseline and has been reviewed in operational walk-throughs by an active III Corps targeting officer at Fort Cavazos.




For EXTiC 26-2, SHIELD/ATLAS brings the Vertical 4 (Integrated C2 & Defeat Layer) capability and the Vertical 5 (Resilience & Sustainment) capability ready on day one, with native ability to consume Vertical 1 (Detection) and Vertical 2 (ISR & Target Custody) outputs from partner sensor and ISR vendors via Cursor-on-Target (CoT), STANAG-4586/5516/4676, MIL-STD-2525D, and standard REST/streaming interfaces.




What we bring to the EXTiC 26-2 mission thread:






			An open-architecture C2 + COP that ingests heterogeneous sensor and ISR data and produces a fused, symbology-correct operating picture.




			A six-phase kill-chain state machine that automates threat cueing, recommends weapon/fuze selection, deconflicts kinetic and non-kinetic effectors, and enforces human-on-the-loop authorization at every decision gate.




			DDIL and Alt/PNT resilience built into the architecture, including a Zero-Configuration Tactical Onboarding engine that auto-detects degraded conditions and degrades gracefully.




			Verifiable trust through hash-chain audit, MAP-GAP automated governance, and CMMC 2.0 Level 2 controls implemented to standard.









Average Technology Readiness Level: TRL 6 (system/subsystem model in relevant environment), with elements at TRL 7.







2. The CENTCOM Problem We Solve




The EXTiC 26-2 mission thread describes a contested environment where adversary proxy actors employ low-flying small unmanned aircraft systems (sUAS) — including fiber-tethered and low-radar-cross-section platforms — that exploit terrain masking and urban clutter to defeat conventional radar coverage. Detection, identification, custody, and engagement must happen end-to-end under adversarial RF jamming, GPS spoofing, swarm pressure, and the realistic likelihood that communications links will degrade or fail outright.




Current operating context (open-source, 2026; figures pending primary-source verification). Per open-source reporting of 12 March 2026 Senate Armed Services Committee testimony by U.S. European Command commander Gen. Alexus G. Grynkewich, U.S. forces have expanded overhead air operations within Iran and possible naval escorts in the Gulf, with reporting indicating at least 140 U.S. service members wounded (eight severely) in the related campaign and one-way attack drones assessed as originating likely from Lebanon targeting Cyprus. These figures are drawn from internal intel aggregation (docs/intel/auto/threat-landscape_2026-04-20_0100Z.md) and are pending verification against the official SASC transcript and DoD casualty notification record before any external citation in submitted form; they are included here to bound the operational tempo and threat-to-force exposure framing the EXTiC 26-2 evaluation, not as the proposal's load-bearing claim. The cross-theater linkage — Lebanese-origin attack drones, Iranian proxy networks, and the same threat technology transferred to Russian forces operating in Ukraine — is an open-source-corroborated pattern, and the C2, fusion, and DDIL resilience characteristics demonstrated in the EXTiC 26-2 thread are directly transferable to the EUCOM eastern-flank threat picture without re-engineering.




SHIELD/ATLAS was architected for exactly this class of problem. It does not compete with sensor or effector vendors. It is the connective tissue that turns their hardware into a coherent kill chain: ingesting their data, fusing it into a single picture, automating the cueing and deconfliction work that human operators cannot do at machine speed, and continuing to function when the link to higher headquarters is intermittent or absent.







3. Pillar 1 — Open-Architecture C2 and Fused Common Operating Picture (Vertical 4 core)




SHIELD/ATLAS provides a unified COP that renders all sensor, ISR, blue-force, hazard, and infrastructure data in MIL-STD-2525D symbology over selectable basemaps and overlays. The COP is multi-source by design and ingests data through standard interfaces:






			Cursor-on-Target (CoT) bidirectional with ATAK / WinTAK / iTAK




			STANAG-4586 (UAS control), STANAG-5516 (Link 16), STANAG-4676 (ISR tracking exchange)




			MIL-STD-2525D symbology rendering across friendly, hostile, neutral, and unknown affiliations




			AIS (maritime), ADS-B (aviation), and other open-source domain feeds




			REST/JSON, WebSocket, and SSE for partner-vendor APIs









A platform fusion engine correlates tracks across modalities, deduplicates contacts, and produces a single canonical picture that is replicated to every authorized operator in the unit hierarchy. The unit hierarchy supports every U.S. service branch (Army, Navy, Marines, Air Force, Space Force, Coast Guard), Joint, and civilian/EOC echelons, with role-based visibility scoped automatically (own unit and subordinates always; commanders, executive officers, and admins additionally see up the chain). For joint and mutual-aid operations, scoped collaboration grants are issued and audit-logged.




Live receipts: /dod-cop, /cop, /joint-ops, /unit-demo







4. Pillar 2 — Sensor-to-Shooter Kill-Chain Orchestration (Vertical 4 core)




The kill-chain is implemented as an explicit six-phase state machine: Detect → Identify → Decide → Engage → Assess → Re-engage. State transitions are deterministic, audit-logged, and gated by human-on-the-loop authorization at every step that releases authority to act.




The orchestration layer:






			Automatically cues effectors against validated tracks




			Recommends weapon and fuze selection based on target classification (armor, infantry, command-and-control, soft-skin, materiel)




			Deconflicts kinetic and non-kinetic effectors (electronic attack, directed energy, kinetic SHORAD) against airspace, fires, and friendly-force locations




			Maintains a tamper-evident audit trail of every recommendation, authorization, and engagement




			Supports re-engagement decisions based on automated battle-damage assessment inputs









For EXTiC 26-2's sensor-to-shooter end-to-end demonstration, SHIELD/ATLAS provides the layer between a partner-vendor sensor reporting a track and a partner-vendor effector executing the engagement. Engagement accuracy under contested conditions is preserved by the deconfliction logic and by the platform's resilience to comms degradation.




Live receipts: /kill-chain-simulation, /kill-web, /cram-dashboard







5. Pillar 3 — DDIL and Alt/PNT Resilience (Vertical 5)




Resilience is built into the architecture, not bolted on. Three layers matter:




Network resilience. The Zero-Configuration Tactical Onboarding engine begins every operator session by assessing network conditions (LTE, mesh, satellite, or fully Denied/Disrupted/Intermittent/Limited) and selecting the appropriate transport. Sessions are resumable from checkpoint when conditions change. Operators continue to work against a locally cached operating picture when the link is severed and re-synchronize cleanly when it returns.




Alt/PNT resilience. A GPS-denied navigation module models nine real-world adversary jammer profiles (R-330Zh Zhitel, Pole-21 Moskit, Krasukha-4, and others) with frequency ranges and effective radii, and provides computational models for backup PNT methods including:






			eLoran (ground-based long-range navigation)




			LEO-PNT (low-Earth-orbit alternative positioning constellations)




			Inertial Navigation (INS) with drift modeling




			Terrain Matching (TERCOM/DTED)




			Visual Odometry (VIO) for unmanned platform continuity




			Celestial Navigation using the Saint-Hilaire intercept method on Sun, Polaris, and other navigational bodies









A polar navigation model handles magnetic declination, inclination, and compass reliability assessment for high-latitude operations.




Decision-loop resilience. When higher-headquarters connectivity is degraded, the kill-chain state machine continues to operate within its delegated authority envelope. Decisions made under degraded conditions are audit-logged for post-mission review and are reconciled with higher headquarters on link restoration.




Live receipts: /gps-denied, /onboarding







6. Pillar 4 — Verifiable Trust and Accountability (Differentiator)




A C2 system that cannot prove what it did and why is not deployable in a peer-evaluated, contested environment. SHIELD/ATLAS addresses this with four mechanisms:






			Hash-chain audit log. Every unit creation, permission grant, kill-chain transition, weapon recommendation, and authorization is appended to a tamper-evident chain (FedRAMP AU-11 control family).




			MAP-GAP governance. A multi-AI consensus auditor (ai-audit-engine.ts) and symmetry enforcer (symmetry-enforcer.ts) cross-check every claimed capability against the actual codebase on a continuous cycle, ensuring claim-to-implementation parity.




			Role-based access control with collaboration grants. RBAC is enforced at the unit-hierarchy and data-type level. Cross-unit sharing requires an explicit, time-bounded, scope-bounded grant, audit-logged.




			CMMC 2.0 Level 2 controls implemented to standard. Multi-factor authentication, JWT session integrity, structural CUI spillover prevention, single-classification posture, encrypted-at-rest persistence on Railway PostgreSQL with retry/backoff resilience.









Live receipts: /governance, /security, the MAP-GAP audit reports under docs/MAP_GAP_Audit_*.md







7. Mission-Thread Integration Story




A representative end-to-end thread for EXTiC 26-2:






A fiber-tethered sUAS launched from urban cover is detected by Partner Sensor Vendor A's RF/EO multi-modality sensor at the perimeter of an austere CENTCOM-relevant site. The detection emits a CoT message into SHIELD/ATLAS. The fusion engine correlates the detection with an EO/IR positive identification arriving in parallel from Partner ISR Vendor B's UAS, which is operating under Alt/PNT continuity because adversary GPS spoofing is active in the AOR. The fused track is rendered in MIL-STD-2525D symbology in the COP, automatically classified as hostile sUAS, and cued to the kill-chain state machine. The state machine recommends a non-kinetic engagement first (directed energy) with a kinetic SHORAD backup; deconflicts both options against current airspace and friendly-force positions; and presents the recommendation to the human authorizer. The authorizer releases authority to engage. The engagement is executed by Partner Effector Vendor C's system. Battle-damage assessment is ingested back into SHIELD/ATLAS, the kill-chain transitions to Assess, the audit chain is updated, and the operating picture is replicated to the higher-headquarters cell that retained read-up visibility throughout.









The same thread runs cleanly when the link to higher headquarters is severed mid-engagement. The platform continues to operate within its delegated authority envelope and reconciles on link restoration.







8. Prior Integration and Demonstration History






			Continuous live production operation at https://shield-atlas-production.up.railway.app




			Operational walk-through conducted with an active III Corps (Fort Cavazos) targeting officer




			28+ live federal and open-source data feeds in continuous integration: NASA FIRMS, NASA EONET, USGS earthquakes, USGS HANS volcanoes, USGS NWIS, NOAA NWS, NOAA SWPC, NOAA NDBC, NOAA NTWC/PTWC, EPA AirNow, NASA POWER, Open-Meteo, FAA NOTAMs, OpenSky Network, AISStream.io, Digitraffic AIS, CISA KEV, NIST NVD, CDC ILI/COVID/HeatRisk, SAM.gov, USAspending.gov, FPDS-NG, Grants.gov, OpenFEMA, GDACS, UN OCHA ReliefWeb, OpenStreetMap Overpass, Copernicus DEM




			Active acquisition pursuit posture: SBIR/STTR, DIU OMEN, ACC AMIC, AFRL ACES, USCG RAS PEO, SpaceWERX, APFIT, DIU CSO, JIATF-401 C-UAS Marketplace




			Compliance posture: SDVOSB-certified, SAM.gov verified, CMMC 2.0 Level 2 controls implemented to standard, NIST CSF 2.0 aligned, CUI single-classification posture












9. TRL, Team, and Transition Path




Per-pillar TRL assessment (honest):










			Pillar

			TRL

			Justification










			Open-Arch C2 + COP

			7

			System prototype demonstration in operational environment (live production, exercised with peer review)








			Kill-Chain Orchestration

			6

			System/subsystem model in relevant environment (state machine implemented and exercised; pending joint-exercise validation)








			Alt/PNT and DDIL

			5

			Component validation in relevant environment (computational models implemented; pending hardware-in-the-loop integration)








			Verifiable Trust / Governance

			7

			Operating in production today; continuous audit cycle











Average: TRL 6.




Team. Dr. Terry Flood, founder, ISS LLC, SDVOSB principal. Platform engineering and AI governance led from Austin, Texas.




Geographic posture for EXTiC 26-2. ISS is based in Austin, Texas, within drive distance of Fort Cavazos (III Corps), Joint Base San Antonio (Lackland, Randolph; AETC, 24th Air Force, 16th Air Force), and Camp Mabry (Texas National Guard Joint Force Headquarters). Phase 2 (technical demonstration) site visits and Phase 3 (execution, 27–29 July 2026) participation are logistically straightforward.




Transition path. Post-EXTiC 26-2, ISS will pursue continued integration into III Corps targeting cell workflows, JBSA cyber and ISR elements, and a CENTCOM CR-S/J6 transition partner. Available award authorities under 10 USC 4022 (production OTA), 10 USC 3458, and DFARS Subpart 212 procedures provide a credible non-traditional acquisition path post-experimentation.







10. Risks, Assumptions, and Government Asks




Risks (called honestly):






			Software, not sensor hardware. ISS does not manufacture radars, EO/IR seekers, or RF detectors. Mitigation: Position SHIELD/ATLAS as the C2/COP/orchestration layer that consumes Vertical 1 and Vertical 2 outputs from partner vendors via standard interfaces. Request to be paired with sensor and effector vendors during Phase 2 integration.




			No prior CENTCOM exercise heritage. Mitigation: SHIELD/ATLAS is in continuous production operation; the EXTiC program exists specifically to surface new entrants with mission-relevant capabilities.




			Network access at the experimentation venue. Mitigation: The platform is offline-first and DDIL-capable by design; full COP operation continues without venue connectivity. With venue connectivity, the live federal-feed integration enriches the picture further.









Government-furnished requirements: Venue access only. No GFE required.




Organizational Conflict of Interest: ISS is participating solely as a technology demonstrator and will not perform assessment, evaluation, scoring, or advisory functions related to other technologies.




Point of Contact:

Dr. Terry Flood, DHA, DBA — Founder & Principal

Integrated Services and Solutions LLC (ISS)

17912 Stefano Dr, Pflugerville, TX 78660-7020

Email: mr.terryflood@gmail.com

Phone: 254-319-8460
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